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CONFIGURATION OF PC

Process 1. Open the windows explorer by following below steps:-

1. Click the windows icon.
2. Type file explorer.
3. Click Open

1,2 and 3 steps are highlighted in below Fig. 1a.

FIG 1a: Click View as highlighted in the image
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Process 2. Click View as highlighted in the below Figure 1b:

FIG 1b: Click View as highlighted in the image
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Process 3. Tick the checkbox of Hidden items as shown in the Fig. 2.
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FIG 2: Tick the checkbox of Hidden items

Process 4. Open a web browser and download the platform tools from website link SDK Platform Tools release notes
| Android Studio | Android Developers



https://developer.android.com/tools/releases/platform-tools
https://developer.android.com/tools/releases/platform-tools

o . n
TPur Tech

Wes»

developers & Essentials « Docs More - Q, Search @ English + Android Studio Signin

developer.android.com,

ANDROID STUDIO

Download Android Studio editor Android Gradle Plugin SDK tools Preview

= Filter

Android Developers > Docs > Android Studio > SDK tools Was this helpful?  fy cp

What's new in SDK Tools A

SOK b ool elease notes SDK Platform Tools release notes = -

SDK command line tools release

notes On this page

SDK platform release notes Downloads

SDK platform tools release notes Revisions
Android SDK Platform-Tools is a component for the Android SDK. It includes tools that interface with the
Command line tools v Android platform, primarily adb and fastboot . Although adb is required for Android app development, app
developers will normally just use the copy Studio installs. This download is useful if you want ic use adb
directly from the command-line and don't have Studio installed. (If you do have Studio installed, you might want
1o just use the copy it installed because Studio will automatically update it.) fastboot is needed if you want
to unlock your device bootloader and flash it with a new system image. This package used to contain

FIG 3: WEBSITE FOR DOWNLOADING THE PLATFORM TOOLS

Process 5. Scroll down the web-page, until Downloads section shows up and then, in Downloads section, click
Download SDK Platform-Tools for Windows.

Downloads

If you're an Android developer, you should get the latest SDK Platform-Tools from Android Studio's SDK

the rest of your Android SDK tools and easily updated.

But if you want just these command-line tools, use the following links:

* Download SDK Platform-Tools for Windows

* Download SDK Platform-Tools for Mac

* Download SDK Platform-Tools for Linux

FIG 4: Click the link as highlighted above in the image

Process 6. Scroll down to the end of the pop-up windows and click the checkbox to agree the terms & conditions and
then, click the download the button the to start the downloading of file. File that will be downloaded is platform-

tools r34.0.4-windows.zip
NOTE: Name of file downloaded changes depending upon version downloaded.
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FIG 5: Click the checkbox first and then click the download button as highlighted above in the image

Process 7. Open and extract the files of downloaded file using an extraction software.
e Step 1: Open the file with extraction software and window will appear as shown in FIG 4 and open the
platform-tools folder.

1+ |n platform-tools_r3d.0.4-windows.zip - ZIF archive, unpacked size 13,058,402 bytes

S

MName Size Packed Type Modified CRC32
File folder

| platform-tools I 13,058,402 5,800,345 File folder 14-07-2023 03:03

FIG 6: Select and open the platform-tools folder as highlighted above in the image

e Step 2: Select all the files using keyboard shortcut Ctrl + A and then copy them and then create a folder with
name -ADB and then in this folder, paste the files of platform- tools folder.

+ u platform-tools_r3d.0.d4-windowsziphplatform-tools - ZIP archive, unpacked size 13,058 402 bytes
MName h Size Packed Type Modified CRC32
- File folder

(2] adb.exe 5,916,440 2,796,207 Application 14-07-2023 03:03 BF46C513
|: AdbWinApi.dil 108,312 57,362 Application extens... 14-07-2023 03:03 DM82040C
|2 AdbWinUskApi.dil 73,486 40,437 Application extens... 14-07-2023 03:03 1648EE2T
37 dmtracedump.exe 252,184 109,664 Application 14-07-2023 03:03 2B18D437
[ etcltool.exe 4a1m2 222,181 Application 14-07-2023 03:03 GEACOSF4
(a7 fastboot.exe 1,843 480 B42375 Application 14-07-2023 03:03 6A9SBD26
[ hprof-conv.exe 34,352 31,518 Application 14-07-2023 03:02 TDEGGC13
| libwinpthread-1.di 242,120 84953 Application extens... 14-07-2023 03:03 DEB1BODH
(9=l miake_f2fs.exe 477,464 225424 Application 14-07-2023 02:02 E3FEDAOR
(57 make_f2fs_casefold.exe 477,464 225421 Application 14-07-2023 03:03  2640F676
E mke2fs.conf 1,157 380 CONF File 14-07-2023 03:03 4E4AEB11
[ mkelfs.exe 735,992 34178 Application 14-07-2023 03:03 EBE34918
[E nOMCE.tet 1,073,895 244716  Text Document 14-07-2023 03:03 DBAB34D5|
E SOUFCEProperties 33 39 PROPERTIES File 14-07-2023 03:03  32F63C2C
[17] eqlited.exe 1,340,696 725484 Application 14-07-2023 03:03 73D83D2C

FIG 7: Select and copy the files as highlighted above in the image



» ADB

Mame B Date modified Type Size

[ adb 14-07-2023 03:03 Application 5,778 KB
4] AdbWinApi.dil 14-07-2023 03:03 Application exten... 106 KB
|2 AdbWinUsbApi.dil 14-07-2023 03:03 Application exten... 12 KB
(= dmtracedump 14-07-2023 03:03 Application 247 KB
[ etcitool 14-07-2023 03:03 Application 431 KB
(a1l fastboot 14-07-2023 03: Application 1,601 KB
(&= hprof-conv 14-07-2023 03:03 Application 54 KB
__ libwinpthread-1.dll 14-07-2023 03:03 Application exten.. 237 KB
[85] make_f2fs 14-07-2023 03:03 Application 467 KB
[ make_f2fs_casefold 14-07-2023 03:03 Application 467 KB
,: mke2fs.conf 14-07-2023 03:03 CONEF File 2KB
(3] mke2fs 14-07-2023 03:03 Application TI9KE
[] NOTICE 14-07-2023 03:03 Text Documnent 1,049 KB
I; source.properties 14-07-2023 03:03 PROPERTIES File 1KB
[ sqlite3 14-07-2023 03:03 Application 1,310 KB

FIG 8: Create a folder with Name ADB and paste the files as highlighted above in the image

Process 8.
NOTE: Other than mentioned steps below, DO NOT MAKE ANY OTHER CHANGES or else usability of PC will be effected.
Copy and paste the ADB folder in the Windows explorer directory of PC C:\Users\<user name>*\AppData
*- Name of username of account through which user is logged in the PC.
NOTE: There should be no other folder with name ADB in the same directory.
To copy folder in the directory, follow the below steps:-

e Open the windows explorer by clicking the icon Hfrorn taskbar or follow process 1.
e Then click This PC and then select the drive on which windows icon appears.
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FIG 9: Click the This PC as highlighted in the image
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FIG 10: Select the drive on which blue windows icon appears as highlighted above in the image

Then click Users, then with account name there will be a folder, open the folder and then, there will be the

AppData folder. Then paste the ADB

Open the ADB folder and then copy the path of folder by clicking on the area as shown below in the images:-
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FIG 11: Click on the area as highlighted above in the image
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FIG 12: After clicking, copy the selected as highlighted above in the image




Process 9. We need to Set Environment Variable. To do this, Follow the below steps

NOTE: Other than mentioned steps below, DO NOT MAKE ANY OTHER CHANGES or else usability of PC will be effected.
9.1 Search and open the Environment variable in windows search option in PC (Edit System Environment
Variables).Provide the authorization if system is asking to do so.

FIG 13: Edit System Environment Variables windows screen

Systern Properties X

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes

Peformance
Visual effects. processor scheduling, memory usage, and virtual memory

User Profiles
Desktop settings related to your sign+n

Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
Environment Variables...
oK Cancel Apply

9.2 Click on “Environment Variables...” option.
9.3 Then Select “Path” option which is available in User variables section and click on “Edit button”.
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FIG 14: Select “Path” option which is available in User variables section and click on “Edit button” as highlighted in below image
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9.4 Then perform below steps:-

1. Click New Button(field highlighted as 1 in the Fig. 14a)., then an empty field will be created in white area as
highlighted as 2 in the Fig. 14a.

2. Paste the path of adb i.e. c:\ Users\ akshitk(User)\ AppData\ ADB in the empty field (field highlighted as 2 in the
Fig. 14a).

3. Click on “OK” button (field highlighted as 3 in the Fig. 14a).

FIG 14a: Edit environment variable screen

User| Edit environment variable 1 X
0 | %USERPROFILE¥:\AppData'\Local\Microsoft\WindowsApps | New
P
3 Edit
TE 2
™
Browse..,
Delete
Move Up
S.yst Move Down
Va »
C
or Edit text...
M
Q
pa
Pg
Lo e
oK Cancel

10



9.5 Click on “OK” button (field highlighted as 1 in the Fig. 14b).

Environment Variables

User vaniables for Administrator

Veriable Walue
OneDrve C:h\Users\Administrator OneDrive
Path Ci\Users\Administrator\ AppDatatLocal Microsoft\WindowsApps C:..
TEMP Clsers\Administrator\ AppData\Local\Temp
T™P Chlsers\ AdministraternAppData\Local\Temp
New... Edit.. Delete
System vaniables
Variable Value
ComSpec CAWindows\system32\cmd.exe
DriverData ChWindows\System 32\ Drivers' DriverData
MUMEER_OF PROCESSORS 4
a5 Windows_NT
parablulserProfile Ci\Program Files (x86)\
Path CAWindowshsystem3Z C\Windows, C:\Windows\ System32\Wherm...
PATHEXT JCOM:.EXE:. BAT: CMD: VBS:.VBE: J5 JSE: WSF: WSH: MSC

New... Edit... Delete

0K Cancel

FIG 14b: Environment Variables screen

9.6 Click on “OK” button (field highlighted as 1 in the Fig. 14c).

FIG 14c: Environment Variables screen
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9.7 Go to Desktop (click on rightmost part of taskbar and desktop will open) and press right click of mouse and click
Refresh or Press F5.

: 8 € 5 o A ) ewg 177 @

FIG 14d: Environment Variables screen

-Press right click of mouse to get the option and select Refresh option or use shortcut by clicking F5 from keyboard.

Undo Copy

Shared Folder Synchronization

MNew

Display settings

Personalize

FIG 14e:
Environment
Variables screen
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Process 10.:- Verification of installation of ADB using Command Prompt.
10.1 Search cmd or command prompt in windows search option.

List P

Al Apg Documents Wl More

Best match

Command Prompt
App

Search the web
A2 emd - See web results
Settings

= Replace Command Prompt with
Windows Power5hell in the Win + X

o
oy

Paca
'” 2 emd| III.’. n

Command Prompt '

=7 Open

[

©7 Run as administrator

Open file location

<3 Pin to Start

2 pin to taskbar

Winl e @GR

FIG 15: Search and open Command Prompt application

INDEX FIELD NAME FUNCTIONALITY
1 Windows Search option Click on search field or from keyword, click windows icon
key and type CMD and then open it
2 Open option Click open to start command prompt application

10.2 After opening it, type adb, press enter key and then scroll upwards till the adb was typed and check if one
of the below cases happens:

Case 1:

If adb is configured successfully, similar* will be displayed in command prompt application like shown in

below image.

NOTE: * Version of ADB(Android Debug version) and other version will be different based upon files downloaded

13




B Command Prompt

FIG 16: ADB version
If case 1 happens, ADB process is completed successfully and move to Installation of MDM utility.
Case 2:
If adb configuration fails, below image will be displayed in command prompt application:-

C ers) :

‘adb’ is not recognized as an internal or external command,

operable program or batch file.

FIG 17: ADB configuration is failed
If case 2 happens, then either check the processes done earlier or contact support team.
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INSTALLATION OF MDM UTILITY SETUP FILE

Process 11. Download the MDM utility setup and double click the utility and Follow the MDM installation as
shown below:-

11.1 If below picture is shown below, then click More Info button.

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
startina Running this app might put your PC at risk.
More info

FIG 18: Click More Info button as highlighted in above image

11.2 After clicking More Info button, click Run anyway button to continue installation.
NOTE: Steps 10.1 & 10.2 are to be performed if these options are shown while installation, otherwise skip to 10.3

FIG 19: Click Run anyway button as highlighted in below image
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: MDM Utility Setup 11 (1).msi
Publisher: Unknown publisher

11.3 After clicking of Run anyway button, Installation wizard of MDM utility setup will open and then, click Next
button to continue the process of installation, otherwise press cancel to stop the installation.

FIG 20: Click Run anyway button as highlighted in below image
#5) MDM_Utility_Setup

- X

Welcome to the MDM_Utility_Setup Setup Wizard (-]

The ingtaller will guide vou through the steps required to install MDR_Ltility_Setup on your computer.

WARMING: This computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prasecuted to the masimum extent pagsible under the law.

< Back Cancel

11.4 Select Installation folder, user selection and then, click Next button to continue the process of installation,
otherwise press cancel to stop the installation or press back to go back to previous screen.

FIG 21: Select Installation folder, user selection as highlighted in below image
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4 MDM_Utility_Setup - X

Select Installation Folder

The inztaller will install MDM_Utility_Setup to the following folder.

Tainstall in this folder, click "Nest”. To install to a different folder, enter it below or click "Browse",

1

er
|C:'\.F'rogram Files\WEP_SOLUTIONS_LIMITEDAMDM_Utility_S etup

Disk Cost...

2

Install MDM_Utility_Setup for yourself, or for anyone who uses this computer:

() Everyone
3 4
(®) Just me
< Back Cancel
INDEX FIELD NAME FUNCTIONALITY
1 INSTALLATION FOLDER Click browse button to select the installation folder in which
utility will be installed.
2 DISK COST User can check the Storage space required for installation
and data of capacity, storage space left in all the partitions
of disk drives.
3 SELECTION OF USER FOR e Everyone option will provide accessibility of MDM
ACCESSIBILITY OF MDM AFTER utility to all users accounts.
INSTALLATION e Just me option will restrict the usage of utility to
current logged in user account.
4 BACK, NEXT, CANCEL e Back- Press back button to go back to previous
screen
e Next-Press next button to continue the installation
e (Cancel- Press cancel button to cancel the installation

11.4.1 Disk Cost:
Using this user can view the number of partitions and their disk size, available size, required size to install the utility
and difference b/w available & required.

FIG 22: Disk cost window
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=

Select Installation Folder

W

157 MDM_Utility_Setup Disk Space *
The ligt belaw includes the drives vau can ingtall MOM_Utility_Setup ta, alang with each drive's
available and required disk zpace.

Yalume Digk Size Available Fequire

=IC: 222GB 160GE 20k

=0 118GE 28GR 0k

=IE: a10GE 230GE 0k

< b3
¢ Back Cancel

11.4.2 Installation Folder:
Using this user can view the number of partitions and their disk size, available size, required size to install the utility

and difference b/w available & required.

INDEX FIELD NAME FUNCTIONALITY
1 = = *=+=*=3ill be displayed.
will appear to
— S s lation.
5 Sel 4 Browse for Folder X B 1der of current
Browse 1 | | @ WEP_SOLUTIONS_LIMITED v =] |
3 [ — der in current
T“E'] EFMDM_Utiity_Setup 2 113
4 Toin 6 e rrent folder
jion folder
Fal hges done
=
FIG 23: Installation
folder selection window
ins{ ' ;
Falder: 4 |E:"xF'mgram Files\WEP_SOLUTIONS _LIMITEDY
18 C 5 oKk | Cancel
¢ Back Mext » Cancel




11.5 Confirm Installation:
After configuration, in this step, press Next to initiate the process of installation or press back to make changes.

15 MDM_Utility_Setup - x

Confirm Installation A

The installer iz ready toinstall WOR_Utilite_Setup on vour computer,

Click "Mest" to gtart the installation.

FIG 24: Confirm Installation window

11.6 Installation Complete:
After few seconds, installation confirmation will be there. Press close button to complete the installation.
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Installation Complete

MDA _Utility_Setup has been successfully installed.

Click "Close" to exit.

Pleaze uze "Windows Update to check for any citical updates to the MET Framework.

FIG 25: Installation completion window

RUNNING OF MDM UTILITY

Process 12. Search MDM Downloader Utility in windows search option and then run it as Run as
administrator (Other wise, MDM will not be installed even if utility opens without administrator)
NOTE: Make sure there is no other emulator software running in the background before starting the MDM utility

20



Open the Task Manager application to check and stop the running of emulator software.
After running utility as administrator, if there is asking of authorization, then enter them in order to proceed to
run the utility.

All Apps Documents Web bore « s b4
i Best match
2 MDM Downloader Utility G
&App Lo
S | MM > MDM Downloader Utility
i.::.r- 4
Search the web
A mdm downloader utility - See web , = Gpen

resuits

| L3 Run as administrator y)
Open file location
2 pin to Start

49 pin to taskbar

TﬁI Uninstall

£ mdm downloader utility .I-fr B E & n e & ¢ &5 R &

FIG

26: Windows Search option showing result of MDM downloader utility

12.1 Utility usage:
After opening the Utility and then perform the below steps
To install the MDM in the target device, Follow the below steps:
1. Enable the debugging mode in the target device by going to settings app of target device:

21



14;74

Amjlass Galculakor

®e
o

e

1OF
¢ D

*

Photes

¥T Music

w 00w

Lhrame Clock

FI

G 27: Settings app

2. Scroll down to select System option in the Settings app.

1424

Disglay
i s el o

Yolume, vibration, Do Not Disturd

Security & location

Sofaen sk

Acsounts

Accescibility

cresn readers, display, mbera

Google
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@00 066 060

System

ion conkrals

Digital Wellbeing & parental controls

eresn imes, apo imars, bedtime schedules

¥ 0o
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FIG 28

: System in Settings app




3. Select Advance option in the System.

1474 M w 0o0%

. System =

& Languages & input

sbaare

= Gesures
E-] !.'I:‘slle.é:- I'TT:-e
& H: WL

i .:'l..‘l'.'.'lr‘:.'-\.‘d

FIG 29: Advanced option in System

4. Select About tablet. If About tablet option is not available in the advance option, then look for About tablet option
in the menu of settings or search it in the settings. This option name can vary in devices.

14:24 w 0100

- System =}

& Languages & input
Gbaare

Gesiures

@ Date & time

SRAT+05:30

& Backup

z_-:l Resetl cplions

Hetwark, agps, or device can ke rass

Multiple users
gned in as Draner

E Systerm update

o About tablet

Jied e DEDOD

FIG 30: About tablet option in System
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5. Scroll and look for an option Build number, click it multiple times until “You are now a developer!” message
appears.

14;25 ¥ 0o0=

« About tablet Q

Lagal mfarmation

Madel & hardware

prnlBIEIY
Android varsion

IF address

fiet efd- 161
1521681917

Wi-Fi MAC address
AcA4-16-57-8hEL

Bluetecth address

Build numbar

OnedemDBOOA_ 20201112

Custam build version

Aftestation key{Keyhox)

st alked
FIG 31: Build number in About tablet
M System L ROTES

= About tablet Sereenshot saved £

ap 1o view your screenshat

Legal information SHARE ~ EDAT  DELETE

Medel & hardware

Android varsicn

IF address
i

1521601917

Wi-Fi MAC address

Bluetocth address

Build number

OneLemDBO0A_ 20201112

Cuztarn build version

Attestation key(Keybox) You arencw a develepe!
stalled

FIG 32: After clicking Build number multiple times, highlighted message will appear

6. Now go to System, then click Advanced, then select developer options or search it in settings app
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FIG 33: Select Developer Options

7. Scroll and look for an option USB Debugging and enable it and click ok on Allow USB debugging pop-box.

14:25

T Developer options

Automatic system updates
Apply updates whe

devics reslans

Systermn Ul demo mode

Might moda

A s ]

Quick setlings developer tiles

Dabugging

USH debugging

g medne whan |

Revoke LSE debugging autharizations

Bug repor shomoul

Select mock location app

w Boos

Q.
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FIG 34: Enable the Developer Options




Allow USB debugging?

L5E debugging i intended for development purposes only. Use it o
copy data between your computer and your device, install apps on your
dewice without notificetion, and reed log data.

FIG 35: Click OK to enable the USB debugging

8. Enable OTG connection option if required (depends on target device), otherwise connect the target device with PC

using a cable (according to requirement, connection of converter can be there also). If connection is established, then

message as shown below will appear and click ok or tick the always allow from this computer, then click ok to enable
debugging from this PC without confirmation.

w 000w

Allow USB debugging?
The compuics’s RSA key fingerpring is
-HA 5B BB BL
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FIG 36: Click OK to enable the USB debugging

9. From MDM utility, click INSTALL button to install the MDM app in the target device.

85 MDM Dowanloader Utility

MDM DOWNLOADER UTILITY

JOY

SHURUAAT SUCCESS KI
‘J
EASK v MAMACE ACCESS

BYENTORY REPOAT VA
AND SLIPPL RS WOMLE AP

-
[ ¥] - -
BT FOWER CLOUD CUSTOMER SUPPORT
BACE WITHMN ’ =
= L O TR O
Tl DEveCE APPLICATION DEVCE

FIG 37: Click INSTALL to install the MDM in target device

After clicking of INSTALL button, a black screen may appear and will disappear automatically as shown below:
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FIG 38: After clicking of install button, this screen will appear and disappear automatically

10. If Installation is successful, below message will appear in utility and application with name MDM will appear in

application menu of target device.

MDM DOWNLOADER UTILITY

JOY

SHURUAAT SUCCESS KI

£

° MDM Installed Successfully
EASI ¥ MAMAGE
INVENTOnY
AMND SUPPLIERS

m \
u -~ INSTALL
NALILT POWER
BACK WITHN

o
THE DEVCE
ACTIVATE

FIG 39: MDM installed Successfully message will appear




11. After Installation, click ACTIVATE button to activate the MDM app in the target device. After activation, turn off
the developer options and OTG connection(if any).

as PADM Dowveanloader Libhiy = a x

DER UTILITY

SJOY

SHURUAAT SUCCESS K)

MDM Activated Successfully

FIG 40: MDM :

activation . CASTOMER SUPPC
. ~ I O O
Successfully O AFFLE— eCE

message will appear

NOTEI1: Make sure tablet is connected to PC at that time using USB cable and USB debugging option and developer option is enabled in the tablet.
NOTE2: After activating the MDM, disable the USB debugging and developer option from the settings.
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